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SUBJECT:
INFORMATION TECHNOLOGY MANAGEMENT

1. OBJECTIVES.

a. Ensure that the acquisition, use, and management of Department of Energy (DOE) information technology (IT) fully supports the goals, objectives, and requirements of the Clinger-Cohen Act of 1996; Government Performance and Results Act (GPRA); Federal Information Security Management Act (FISMA); Government Paperwork Elimination Act (GPEA); E-Government Act of 2002; Office of Management and Budget (OMB) Circulars A-130 and A-11; and all other policy directives and requirements that promote sound resource management and a more cost-effective government.  

b. Ensure DOE IT investments are based on programmatic need and are using performance-based measures tied to the budget and sound business practices.

c. Ensure IT is used as a corporate asset fully integrated with programmatic planning and budgeting.

d. Provide an integrated framework for managing information, information resources, and IT investments to support the operating elements of the Department in accomplishing DOE missions and functions in an efficient and effective manner.

2. CANCELLATIONS.  DOE O 200.1, Information Management Program, dated September 30, 1996.  Cancellation of an Order does not, by itself, modify or otherwise affect any contractual obligation to comply with such an Order.  Cancelled Orders that are incorporated by reference in a contract will remain in effect until the contract is modified to delete the references to the requirements in the cancelled Orders.

3. APPLICABILITY.

a. Primary DOE Organizations, Including National Nuclear Security Administration (NNSA) organizations.  Except for the exclusions in paragraph 3c, this Order applies to all Primary DOE Organizations (see Attachment 1).  This Order automatically applies to Primary DOE Organizations created after it is issued.

Note that only the NNSA Administrator can direct NNSA employees.  Wherever this Order gives direction to NNSA employees, it should be understood that this direction is provided only for the convenience of the Administrator and is not intended to assume or replace the authority of the Administrator’s direction.

b. Site/Facility Management Contractors. 
(1) The Contractor Requirements Document (CRD) (see Attachment 2) sets forth requirements of this Order that will apply to contractors responsible for the management and operation of Department-owned facilities (hereafter referred to as site/facility management contractors) whose contracts include the CRD.

(2) This CRD must be included in all site/facility management contracts.  The Order does not automatically apply to other than site/facility management contracts.

(3) Application of any of the requirements of this Order to other than site/facility management contracts will be communicated separately from this Order.

(4) The officials identified in paragraph 5(e), Heads of Primary DOE Organizations, are responsible for notifying contracting officers of which contracts are affected.  Once notified, contracting officers are responsible for incorporating the CRD into affected contracts through the laws, regulations, and DOE Directives clause of the affected contracts. 

(5) As the laws, regulations, and DOE Directives clause of site/facility management contracts states, regardless of the performer of the work, site/facility management contractors with a CRD incorporated into their contracts are responsible for compliance with the requirements of the CRD.

(a) Affected site/facility management contractors are responsible for flowing down the requirements of this CRD to subcontractors at any tier to the extent necessary to ensure the site/facility management contractors’ compliance with the requirements.

(b) Contractors must not unnecessarily or imprudently flow down requirements to subcontractors.  That is, contractors will—

1 ensure that they and their subcontractors comply with the requirements of the CRD and

2 incur only costs that would be incurred by a prudent person in the conduct of competitive business.
c. Exclusions.   In accordance with the responsibilities and authorities assigned by Executive Order 12344 and to ensure consistency throughout the joint Navy and DOE organization of the Naval Nuclear Propulsion Program, the Deputy Administrator for Naval Reactors, will implement and oversee all requirements and practices pertaining to this DOE Order for activities under the Deputy Administrator’s cognizance. 
4. REQUIREMENTS.
a. DOE IT will be managed consistently with all statutory, regulatory, administration, OMB requirements, and the strategic and operational plans of the Department.  

b. DOE IT will be managed through an integrated IT management framework, overseen by the Office of the Chief Information Officer and supported by the DOE IT Council, which provides leadership over Departmental roles including the following.
(1) A Department-wide strategic information resources management (IRM) plan and process that addresses how IRM activities help to accomplish the Department’s missions; links IT planning and investment decisions to program mission and goals; and establishes Department-wide IT performance goals, objectives, and measures.

(2) A Department-wide enterprise architecture (EA) consistent with statutory and OMB requirements that assists with aligning business decisions and IT maintenance, development and acquisition activities in support of the Department's missions, strategic goals, and objectives. 

(3) Department-wide IT capital planning and investment controls that effectively manage the selection, control, and evaluation of IT investments and assures the prioritization and sound management of IT investments.  
(4) Department-wide reporting of all IT investments that meet OMB Exhibit-53 and 300 budget submission criteria.  Guidance for reporting IT investments can be found on the DOE Intranet web at http://cio.doe.gov/ITReform/Planning/index.htm. 
(5) Department-wide integrated IT governance that documents Departmental roles, responsibilities, and procedures for IT management throughout the Department.   
(6) Department-wide implementation and integration of all IT and Cyber Security policies, procedures, and practices, consistent with Departmental, statutory, and regulatory requirements; and in full compliance with the Federal Information Security Management Act (FISMA), the Clinger-Cohen Act, and OMB Circulars A-130 and A-11.

(7) Department-wide implementation and integration of requirements for information privacy; information quality; and information collection, sharing, disclosure, and access.

(8) Department-wide implementation and integration of records management and reduction requirements.

(9) Department-wide support for Federal CIO Council activities; Federal agency-wide electronic government (E-Gov) initiatives and projects; and Federal agency-wide collaboration, benchmarking, and the sharing of best practices and lessons learned.

(10) Department-wide IT performance measurements that address reporting outcome-oriented, quantitatively derived, IT performance measures within the President’s Management Agenda (PMA), OMB, and FISMA requirements. 
5. RESPONSIBILITIES.

a. Chief Information Officer (CIO).  As promulgated under the Information Technology Management Reform Act of 1996 (Clinger-Cohen Act) and FISMA, the Chief Information Officer is designated as the DOE lead for managing information security including privacy (as described in section 3542 of FISMA).  In March of 2003, the Secretary signed DOE O 205.1, Department of Energy Cyber Security Management Program, which outlines the Department’s cyber security program under the leadership of the CIO.  Please refer to this Order for specific roles and responsibilities related to cyber security.
(1) Provides advice and other assistance to the Secretary of Energy and other senior management personnel of the Department.

(2) Manages the Department’s IT resources as described in the requirements section of this Order.

(3) Manages the IT capital planning and investment control (CPIC) process.

(4) Develops and manages the Department’s enterprise architecture program.

(5) Establishes policy for the Department’s cyber security program. 

(6) Establishes standards and guidelines to facilitate information use and systems integration, considering information quality, collection, sharing, disclosure, privacy, and access.  

(7) Operates and maintains the Department’s corporate systems and networks.

(8) Partners with Department program and staff offices to accomplish Department E-Gov initiatives to improve government efficiency and responsiveness.   Manages the Department’s records management program.

(9) Provides a framework for incorporating wireless technology into the Department’s communications infrastructure.

(10) Establishes and directs the activities of the IT Council. 
b. Chief Financial Officer (CFO).
(1) Partners with the CIO to ensure that IT investments are meeting the performance goals of GPRA and the Clinger-Cohen Act through appropriate planning and budgeting to assure maximum benefit of resources.

(2) Partners with the CIO to assure the effective financial and project management of all DOE IT assets.
(3) Partners with the CIO to implement policies and systems for IT budget administration, program justification, and human resources management.

c. Program Secretarial Officers.  Designate Senior Information Management Executives to be responsible for the following.
(1) Managing and protecting information, records, and IT within their respective offices in accordance with DOE policy and procedures;

(2) Executing program office-specific IT CPIC processes that support DOE-wide processes;

(3) Supporting the CIO in the development and implementation of DOE IT strategy, policy, and procedures;

(4) Serving on and fully supporting the DOE IT Council; and 

(5) Supporting Federal and Departmental E-Gov initiatives.

(6) Ensuring federal and contractor participation and compliance with IT management requirements.
(7) Implementing and integrating all IT and Cyber Security policies, procedures, and practices, consistent with Departmental, statutory, and regulatory requirements; and in full compliance with the Federal Information Security Management Act (FISMA), the Clinger-Cohen Act, and OMB Circulars A-130 and A-11.
d. Heads of Primary DOE Organizations.  Attachment 1 contains a list of the of the Primary DOE Organizations to which this Order is applicable.  Heads of those organizations must do the following.
(1) Ensure facilities under their cognizance have implemented this Order. 

(2) Notify contracting officers of site/facility management contracts that must include the CRD of this Order. 

(3) Ensure procurement requests for new non-site-/non-facility-management contracts require inclusion of appropriate language and this Order’s CRD in the resulting contracts, if necessary.                                                         
e. Information Technology (IT) Council.
(1) Supports the full integration of strategic planning and performance indicators, organizational structures, business processes, e-government, human capital, security, information management programs, budget and capital planning and investment control, IT security management, and enterprise architecture management in a manner that supports Departmental mission efficiency and effectiveness. 

(2) Assists in coordinating IT management within DOE by promoting collaboration and the effective and efficient acquisition and use of information resources to reduce the cost of operations and improve the management and execution of IT investments in support of DOE missions.

(3) Makes recommendations on priorities, standards, and changes to IT investments and information management architectures to the CIO.  
(4) Provides guidance on information management issues and resolutions.

(5) Assists in the development of information management policies, plans, and procedures.

(6) Facilitates expanded customer involvement and feedback related to information management issues by identifying participants for various customer focus groups.

f. Investment and Architecture Review Board (IARB).

(1) Directs, oversees, and approves the enterprise architecture and enterprise architecture program.

(2) Provides decision-making information regarding costs, benefits, cost-benefit feasibility, risks of alternative investment options, and architectural alignment of enterprise and application architecture projects.

(3) Determines whether programs/projects fit within the overall budgetary and funding goals for the enterprise or whether to reject because of external constraints.
(4) Makes recommendations on priorities, standards, policies, plans, procedures, and changes to information management architectures.

(5) Reviews proposed IT investments and make final investment funding decisions.
g. Enterprise Architecture Working Group. Composed of members from the OCIO and program and staff offices.
(1) Functions as the principal body for DOE enterprise architecture and Program Office architecture initiatives.

(2) Facilitates strategic deployment and improvements in business decisions.

(3) Collaborates to facilitate respective staff and program office architectures into the DOE enterprise architecture.

(4) Performs all activities involving the development, implementation, maintenance, and management of the enterprise architecture.

(5) Assesses candidate project alignment with the DOE enterprise architecture.

h. Corporate Business Systems Configuration Control Board.

(1) Is the final approval authority of Configuration Change proposals.

(2) Monitors the status of corporate systems.

(3) Provides input to management decisions on budget authority for systems activities.

i. Best Practices Council. 
(1) Acts as an independent organization to perform evaluation of the EA and report to the IARB.

(2) Ensures all established program and project standards and processes are met.

6. REFERENCES.
a. Title 5, United States Code 552, the Freedom of Information Act (Public Law 89‑487), as amended, which establishes the right of citizens to request information from Federal agencies and establishes a framework of procedures to implement this right.

b. Title 5, United States Code 552a, the Privacy Act of 1974, (Public Law 93‑549), as amended, which establishes requirements for the collection, maintenance, and dissemination of personal information by Federal agencies. Title 17, United States Code 101-810, the Copyright Act of 1976 (Public Law 94-553), October 19, 1976, as amended, which establishes the rights and protections surrounding intellectual property.

c. Title 18, United States Code, Chapter 101, which provides penalties for the unlawful concealment, removal, or mutilation of records.

d. Title 36, Code of Federal Regulations, Chapter 12, which sets forth policies and procedures concerning the creation, collection, use, documentation, dissemination, and disposition of records maintained by Federal agencies and the National Archives and Records Administration.

e. Title 44, United States Code, Chapters 21, 29, 31, and 33, which specify the functions and responsibilities for managing Federal records and the procedures that must be followed to obtain approval for their disposition.

f. Title 44, United States Code, Chapter 35, which sets forth policies and procedures for the coordination of Federal information policy.  

g. Title 47, United States Code, Sections 151–614, the Communications Act of 1934 (Public Law 73‑416), as amended, which provides for the regulation of interstate and foreign communication by wire or radio and for other purposes; in particular, Section 305(a), which establishes Presidential statutory authority to authorize operations of radio stations belonging to, or operated by the Federal Government, and Section 606, which establishes the war emergency telecommunications powers of the President.

h. Public Law 100‑235, the Computer Security Act of 1987, which provides for a computer standards program within the National Institute of Standards and Technology (NIST) to provide for Government-wide security and training in security matters of persons who are involved in the management, operation, and use of Federal computer systems and for other purposes.

i. Public Law 101-576, the Chief Financial Officers Act of 1990, which addresses shortcomings in financial systems, internal controls, and the use of Federal assets and aims at producing more reliable and useful financial information, in part through the designation of an Agency chief financial officer.

j. Public Law 103-62, the Government Performance and Results Act of 1993, which establishes the need for Federal agencies to implement performance measurement programs for their activities, including information and information management, that use measurable objectives to show whether an Agency is getting appropriate value for its investments.

k. Public Law 104‑13, the Paperwork Reduction Act of 1995, as amended, and its predecessor, Public Law 96‑511, the Paperwork Reduction Act of 1980, which establish a broad mandate for Federal agencies to perform information activities in an efficient, effective, and economical manner, and specifically recognize the General Services Administration’s role in the acquisition and management of computing resources.

l. Public Law 104‑106, Division D, the Clinger-Cohen Act of 1996 (formerly known as the Information Technology Management Reform Act of 1996), which imposed the responsibility for developing, maintaining, and facilitating the implementation of a sound, integrated IT architecture on Agency CIOs.

m. Public Law 105-277, the Government Paperwork Elimination Act of 1998, which directs Federal agencies to provide for the option of the electronic maintenance, submission, or disclosure of information when practicable as a substitute for paper, and for the use and acceptance of electronic signatures when practicable.

n. Public Law 106-246, Section 508 of the Rehabilitation Act, as amended by the Fiscal Year 2001 Appropriation for Military Construction, which requires Federal agencies to make their information technology accessible to people with disabilities. 
o. Public Law 107-347, E-Government Act of 2002, which establishes a Federal Chief Information Officer within the Office of Management and Budget and establishes a broad framework of measures that require using Internet-based functionality to enhance citizen access to Government information and services and for other purposes.
p. Federal Information Security Management Act (FISMA) of 2002, as amended, Title 111 Information Security, Chapter 35 of Title 44, and United States Code, as amended, which state a comprehensive framework will be provided for ensuring the effectiveness of information security controls over information resources that support Federal operations and assets and for providing effective Government-wide management and oversight of the related information security risks.

q. Executive Order 12046, Relating to the Transfer of Telecommunications Functions, dated March 27, 1978, which delegates the Presidential responsibilities for management of the electromagnetic spectrum to the Secretary of Commerce and provides for the continuation of the Interdepartmental Radio Advisory Committee to assist the Secretary in this authority.

r. Executive Order 13011, Federal Information Technology, dated July 16, 1996, which establishes as Government policy the continuous improvement of all areas of operations through the efficient management and application of information technologies and the establishment of the CIO position in agencies, the CIO Council, and the Information Technology Resources Board.  Office of Management and Budget Circular A‑130, Management of Federal Information Resources, which establishes policy for the management of Federal information resources.

s. Office of Management and Budget Circular A-11, Preparation, Submission, and Execution of the Budget, which provides guidance on preparing fiscal year budget submissions and includes instructions on budget execution.

t. Public law 106-554, Section 5.15, requires the establishment of an Information Quality Program for information disseminated electronically to the public.
u. DOE O 205.1, Department of Energy Cyber Security Management Program, dated 3-21-03, establishes the Department’s plan for protecting all DOE cyber information and information systems in order to implement the requirements of applicable laws required to maintain national security and ensure DOE business operations proceed without security events such as interruption or compromise.

7. DEFINITIONS.

a. Electronic Government.  Those systems and networks designed to provide members of the public with electronic access to, or interaction with, Government entities, services, information, and products, according to their preference and need.   Access is provided to all segments of society without preference and undertaken in a manner that acknowledges constitutional intent for privacy, security, and, if warranted, anonymity.

b. Information Resources.  Information and related resources such as personnel, equipment, funds, and information technology.

c. Information Resources Management.  The process of managing information resources to accomplish Agency missions and to improve Agency performance, including the reduction of information collection burdens on the public.

d. Mission Critical System.  Any telecommunications or information system used or operated by an Agency, a contractor of an Agency, or another organization on behalf of an Agency that—
(1) is defined as a national security system under section 5142 of the Clinger- Cohen Act of 1996;
(2) is protected at all times by procedures established for information and which has been specifically authorized under criteria established by an Executive order or an Act of Congress to be classified in the interest of national defense or foreign policy; or
(3) processes any information the loss, misuse, disclosure, or unauthorized access to or modification of would have a debilitating impact on the mission of an Agency.

e. National Security System.  As defined by Clinger-Cohen means any telecommunications or information system operated by the United States Government, the function, operation, or use of which (1) involves intelligence activities, (2) involves cryptologic activities related to national security, (3) involves command and control of military forces, (4) involves equipment that is an integral part of a weapon or weapons system, or (5) is critical to the direct fulfillment of military or intelligence missions, but excluding any system that is to be used for routine administrative and business applications (including payroll, finance, logistics, and personnel management applications).

f. Information Security.  The protection of information resources and systems against unauthorized access or modification, whether in storage, processing, or transit; against loss of accountability for information and user actions; and against the denial of service to authorized users, including those measures necessary to protect against, detect, and counter such threats.

g. Information Systems.  Any telecommunications and/or computer-related equipment or interconnected system or subsystems of equipment that is used in the acquisition, storage, manipulation, management, movement, control, display, switching, interchange, transmission, or reception of data or information. 

h. Information Technology.  Any equipment or interconnected system or subsystem of equipment used in the automatic acquisition, storage, manipulation, management, movement, control, display, switching, interchange, transmission, or reception of data or information by an Executive agency.  For purposes of the preceding sentence, equipment is used by an Executive agency whether the equipment is used directly or by a contractor under a contract with the Executive agency that (1) requires the use of such equipment or (2) requires the use to a significant extent of such equipment in the performance of a service or the furnishing of a product.  Information technology includes computers, ancillary equipment, software, firmware, and similar procedures, services, and resources.

i. Records Management.  The planning, controlling, directing, organizing, training, promoting, and other managerial activities related to the creation, maintenance and use, and disposition of records to achieve adequate and proper documentation of Federal policies and transactions and effective and economical management of Agency operations.

8. CONTACT.  Questions concerning this Order should be directed to the Office of the Chief Information Officer, Office of the Associate CIO for IT Reform, at 202-586-3705.

BY ORDER OF THE SECRETARY OF ENERGY:

KYLE E. McSLARROW

Deputy Secretary

PRIMARY DOE ORGANIZATIONS TO WHICH 

DOE O 200.1X IS APPLICABLE

Office of the Secretary

Office of the Chief Information Officer

Departmental Representative to the Defense Nuclear Facilities Safety Board

Energy Information Administration

National Nuclear Security Administration

Office of Civilian Radioactive Waste Management 

Office of Congressional and Intergovernmental Affairs

Office of Counterintelligence

Office of Economic Impact and Diversity

Office of Electric Transmission and Distribution

Office of Energy Assurance

Office of Energy Efficiency and Renewable Energy 

Office of Environment, Safety, and Health

Office of Environmental Management

Office of Fossil Energy 

Office of General Counsel

Office of Hearings and Appeals

Office of Independent Oversight and Performance Assurance

Office of Intelligence

Office of Legacy Management

Office of Management, Budget and Evaluation and Chief Financial Officer

Office of Nuclear Energy, Science, and Technology

Office of Policy and International Affairs

Office of Public Affairs

Office of Science

Office of Security

Office of Security and Safety Performance Assurance

Office of the Inspector General

Secretary of Energy Advisory Board

Bonneville Power Administration

Southeastern Power Administration

Southwestern Power Administration

Western Area Power Administration

CONTRACTOR REQUIREMENTS DOCUMENT

DOE O 200.1X, Information Technology Management

Regardless of the performer of the work, contractors with this CRD incorporated into their contracts are responsible for compliance with the requirements of the CRD.  Affected contractors are also responsible for flowing down the requirements of the CRD to subcontracts at any tier to the extent necessary to ensure the contractors’ compliance with the requirements.  In so doing, contractors must not unnecessarily or imprudently flow down requirements to subcontractors.  That is, contractors will ensure that they and their subcontractors comply with the requirements of the CRD and incur only those costs that would be incurred by a prudent person in the conduct of competitive business.

DOE contractors with the CRD incorporated into their contracts must comply with the requirements of DOE O 200.1X, Information Technology Management, dated XX-XX-04, and all other applicable rules, regulations, and directives, including the following. 
1. Support the Department’s strategic information resources management plan including establishing linkages between information technology (IT) planning and investment decisions to the site/facility mission and goals, and site/facility-specific IT performance objectives and measures.     

2. Implement an enterprise architecture aligned to the program office, Departmental, and Office of Management and Budget (OMB) Federal Enterprise Architecture.

3. Support the Department’s IT Capital Planning and Investment Control process and reporting requirements.  

4. Establish and maintain an inventory of the facilities’ major information systems. 

5. Integrate and implement all IT and cyber security policies, procedures, and practices, consistent with Departmental, statutory, and regulatory requirements, and in full compliance with FISMA, the Clinger-Cohen Act, and OMB Circulars A-130 and A-11.  
6. Integrate statutory and regulatory requirements for information privacy; information quality; and information collection, sharing, disclosure, and access.
7. Integrate and implement records management and reduction requirements.
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