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SUBJECT:  
LIMITED PERSONAL USE OF GOVERNMENT OFFICE EQUIPMENT INCLUDING INFORMATION TECHNOLOGY

1. OBJECTIVES.  

a. To establish requirements and assign responsibilities for employees’ limited personal use of Government resources (office equipment and other resources including information technology) within the Department of Energy (DOE)/National Nuclear Security Administration (NNSA) when it—

involves minimal additional expense to the Government, 

does not interfere with the mission or operations of the Department, and

is otherwise permissible under DOE Policies and Orders and applicable State and Federal laws and regulations.  

b. To create a more supportive work environment for DOE employees.  

2. CANCELLATIONS.  
2. None.  

3. APPLICABILITY.  

a. DOE Elements.  
This Order applies to all DOE/NNSA employees.  See Attachment 1.  

b. Site/Facility Management Contractors.  
c. Not applicable.  

d. Exclusions.  
4. In accordance with the responsibilities and authorities assigned by Executive Order (E.O.) 12344 as set forth in Public Law (P.L.) 106-65, dated 10‑5‑99 [Title 50 United States Code (U.S.C.) Section 2406], and to ensure consistency throughout the joint Navy/DOE organization of the Naval Nuclear Propulsion Program, the Director, Naval Nuclear Propulsion Program will implement and oversee all requirements and practices pertaining to this DOE Order for activities under the Director’s cognizance. 
3. REQUIREMENTS.  

a. Limited Use.  

(1) This Order does not grant to employees or create an inherent right to use Government resources, and one should not be inferred.  

(2) Use of Government resources in support of a private business with which an employee is associated is not a personal use and is not authorized by this Order.  

(3) The privilege to use Government resources for personal purposes may be limited or revoked at any time by an appropriate Department official (i.e., a supervisor in the employee’s organizational chain of command).  

(4) Circumstances that may result in a supervisor’s unilaterally curtailing or halting an employee’s personal use of Government resources include uses that— 

(a) result in a loss of productivity, 

(b) interfere with official duties, 

(c) compromise the mission of the Department or organization, 

(d) exceed minimal expense, 

(e) violate Department Policies and Orders or State and Federal laws and regulations, or 

(f) are inconsistent with the guidance contained in this Order.  

(5) This privilege may be unilaterally halted or curtailed if it has been previously abused.  

b. Privacy.  

(1) DOE employees do not have a right to nor should they have an expectation of privacy while using Government resources at any time, including when they are accessing the Internet or using e‑mail.  

(2) Employees who wish their private activities to remain confidential should not conduct such activities using Government resources.  

(3) Employees who use Government resources implicitly consent to review and disclosure of their Internet, e‑mail, or other information technology uses when appropriate or as mandated by law.  

(4) The content of any files or information maintained in or on Government equipment or transmitted using Government equipment may be disclosed in response to a valid, authorized subpoena, warrant, court order, Freedom of Information Act (5 U.S.C. 552) request, or other lawful demand.  

(5) Using Government resources, including Internet access and e-mail, implies consent to monitoring with or without cause.  Any use of Government resources is with the understanding that such use is generally not secure, private, or anonymous.  

NOTE:  Employees agree to the Department’s policy regarding the absence of privacy and the use of monitoring, which is displayed in the DOE security banner visible when they sign on to the DOE network.  

(6) System managers may employ monitoring tools to detect improper use of electronic communications systems.  

(7) Agency officials such as system managers or supervisors may access employees’ electronic communications.  

NOTE:  The disclaimer notice on the Department’s Web site gives specific notice of the Department’s privacy policy and other information associated with accessing the Web site.  The notice (and any future change or modification) is incorporated by reference here.  

c. Security.  

(1) Draft DOE N 205.D, Cyber Security Requirements for Remote Access to DOE and Applicable Contractor Information Technology Systems, dated XX‑XX‑03, details requirements for use of virus protection software on Government property where e-mail or home‑to‑office transmission may occur.  

(2) Personal use of Government resources is not authorized on computer systems or other office equipment that is designated for classified use.  

d. Misrepresentation.  
e. The Standards of Ethical Conduct for Employees of the Executive Branch states that an employee must not “use or permit the use of his Government position or title or any authority associated with his public office in a manner that could reasonably be construed to imply that his agency or the Government sanctions or endorses his personal activities . . . .” [Title 5 Code of Federal Regulations (CFR) 2635.702(b)].  

It is the responsibility of each employee to ensure that he or she is not misrepresenting him or herself as and is not giving the impression that he or she is acting in an official capacity when using Government resources for personal purposes.  

If it is likely that an employee’s personal use of Government resources will create an appearance of official Government action, the employee must discontinue the activity or use a disclaimer such as the following.  

The contents of this message are mine personally and do not reflect the views or position of the U.S. Department of Energy or the Federal government.  

f. Appropriate Uses of Government Resources for Personal Purposes.  
g. The following is provided as guidance for employees and supervisors in determining acceptable uses of Government resources for personal purposes.  

Employees’ use of Government‑provided long distance telephone service must be consistent with General Services Administration regulations on Federal employees’ use of long distance telephone service (41 CFR Subpart 101-35.2).  .  

Use of equipment or materials (personal computers, copiers, facsimile machines, word processing equipment) is authorized only if it results in minimal impact on normal wear and tear of the equipment, requires minimal workday time for personal pursuits, and requires use of few consumable items (paper, ink, toner, etc.).   

NOTE:  Extended use of Government equipment is authorized during nonwork hours but only if the employee uses his or her personal paper and other supplies.  See paragraph 7, Definitions. 

Personal use of Government Resources is authorized only if it involves minimal additional expense to the Government and does not interfere with the mission or operations of the Department.  Examples of appropriate personal uses include— 

(a) checking credit union or Thrift Savings Plan accounts using information technology equipment;

(b) retaining personal data in electronic files (e.g., C or O drives, LAN) with the understanding that data may be deleted without notice as a result of scheduled archiving;

(c) accessing library books and equipment, public reading rooms and materials, and other publicly available data;

(d) obtaining detailed information or conducting research (e.g., reading newspaper and magazine articles, comparing airline prices and schedules, browsing sales catalogs, or comparing prices of automobiles) on the Internet during nonwork hours; and

(e) occasional personal use of laptop computers, cellular phones, and pagers, which have been issued by the Department for official business.  

h. Inappropriate Uses of Government Resources.  
Employees are expected to conduct themselves professionally in the workplace and to refrain from using Government resources inappropriately.  

NOTE:  Any personal use of computers, telephones, facsimile machines, or other communication devices designated for classified use is strictly prohibited.  

Examples of misuse of Government resources for personal purposes include—

modification of Government equipment, particularly information technology, by loading personal software (such as screen savers or a commercial bank’s encryption software); 

making configuration changes;

seeking help from Government employees or contract personnel (e.g., librarians, computer support staff, administrative assistants, or paralegals) in pursuit of personal projects;

any personal use that may cause congestion, delay, or disruption of service to any Government system or equipment, including greeting cards and streaming video and audio (Real Player, Windows Media Player, Shockwave, QuickTime, Liquid Audio, Sonique, Live Radio, etc.);

any personal use (including e-mail and Internet service)that may impair the performance of the Department’s entire network or of a unit, including— 

(a) opening a program with large file attachments (e.g., music or graphic files), or 

(b) extensive use of a program or Internet site that provides continuous data streams, continuous stock quotes, or headline news updates [e.g., Entry Point (formerly PointCast), CNN, AOL Instant Messenger, Yahoo Pager, ICQ, and chat rooms];

creating, copying, transmitting, or retransmitting chain letters or other unauthorized mass mailings, regardless of the subject matter;

using Government resources for activities that are illegal, inappropriate, or offensive to fellow employees or the public (including hate speech; material that ridicules others on the basis of race, creed, religion, color, sex, disability, national origin, or sexual orientation; and harassing or threatening activities);

creating, downloading, viewing, storing, copying, or transmitting sexually explicit or sexually oriented materials; 

creating, downloading, viewing, storing, copying, or transmitting materials related to illegal gambling, illegal weapons, terrorist operations, or other criminal activities;

unauthorized acquisition, use, reproduction, transmission, or distribution of controlled information (e.g., computer software and data; classified, business sensitive, or other nonpublic data; proprietary data; export controlled software or data; or any information in violation of the Privacy Act, copyright, trademark, or other intellectual property rights beyond fair use);

gaining unauthorized access to other systems using DOE computer systems and technology;

fundraising other than the Combined Federal Campaign;

endorsing any product or service;

participating in any lobbying activity;

engaging in any prohibited partisan political activity;

any personal use of Government resources which may mislead someone into believing that the employee is acting in an official capacity
; 

using Government resources for commercial pursuits, in support of for‑profit activities, or to benefit one’s outside employment or business activities (e.g., receiving personal business calls on the office telephone, sending or receiving e-mail messages related to a part-time real estate or other business venture, or selling or trading merchandise over the Internet); 

communicating Agency information to external news groups, bulletin boards, or other public forums without authority; and

any use that could create the impression that the communication was made in one’s official capacity as a Government employee.  

i. Official Union Business.  
The privileges enumerated in this Order do not supersede the negotiated rights of union officials in the conduct of their official business.  

j. Sanctions for Misuse.  
k. Unauthorized or improper use of Government resources may result in losing or having limitations placed on use of Government resources, disciplinary or adverse actions (up to and including termination), criminal penalties, and/or financial liability for the cost of improper use.  

4. RESPONSIBILITIES.  

a. DOE Employees.  

(1) Ensure that they are not giving the impression that they are acting in an official capacity when using Government resources for personal purposes.  

(2) Use Government resources for personal purposes only as allowed in this Order.  

(3) Consult their supervisors or ethics counsel for guidance on legal questions.  

(4) Contact the local human resources office for answers to questions on personnel, labor relations, or other management and administrative issues.  

b. Supervisors.  

Ensure that their employees are aware of this Order.  

Take appropriate action when employees disregard requirements set forth in this Order.  

Revoke or limit personal use of Government resources as required by this Order.  

c. Program Secretarial Officers.  
Verify that each site/facility management contractor’s DOE approved property management system, submitted pursuant to DEAR 970.5245-1(i)(1), Property Management System, provides some manner of guidance and limitations on personal use of Government resources.  

d. Director, Naval Nuclear Propulsion Program.  
5. Ensures consist implementation of requirements of this Order throughout the joint Navy/DOE Naval Nuclear Propulsion Program.  

6. REFERENCES.  

a. E.O 12731, Principles of Ethical Conduct for Government Officers and Employees, dated 10-29-90.  

b. E.O. 13011, Federal Information Technology dated 7-16-96, 

c. Department of Energy Organization Act (P.L. 95-91), as amended, Section 644.  

7. DEFINITIONS.  

a. Government Resources.  
Personal computers and related peripheral equipment and software, library resources, paper, telephones, facsimile machines, photocopiers, and information technology.  As used in this guidance, Government resources do not include an employee’s scheduled work time or the time of Department contractors.  

b. Information Technology.  
Equipment or interconnected systems or subsystems of equipment used in the automatic acquisition, storage, manipulation, management, movement, control, display, switching, interchange, transmission, or reception of data or information, including the Internet.  

c. Limited Personal Use of Government Resources.  
d. Use of Government resources for purposes other than performance of official duties.  However, the personal uses allowed in this Order are authorized uses of DOE Government resources.  

e. Minimal Additional Expense.  
A small increase in cost resulting from an employee’s personal use of Government resources where the Government is providing equipment or services for performance of one’s work duties and the employee’s personal use will not by itself or in the aggregate result in a measurable increase in expense to the Department.  

f. Nonwork Hours.  
Limited to those periods for which an employee is not being compensated—lunch hours, time before or after regular duty hours, and weekends or holidays—when the duty station is normally available and requires no special arrangements for entry, utilities (such as heat or air conditioning), or other services not usually provided at such times. 

8. CONTACTS.  
9. Questions concerning this Order should be referred to the Office of the Chief Information Officer, 202-586-0166.  

BY ORDER OF THE SECRETARY OF ENERGY:
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1	This may occur when using the Internet to access a chat room or to obtain information.  Many Web sites require registration prior to disclosing information or allowing access.  Employees must be diligent to ensure that they do not appear to be acting in an official capacity.  Employees should also check a Web site’s privacy policy when supplying information over the Internet to determine whether a misrepresentation or other abuse may occur.  
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